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@Zc*]:
» ÎZßV Óx�VÐ CÙ�Z[Æn/VÅ®Z�Z�ágèSìX zZzwÔz�zxÔzÎxX t6,p!ÎZÑ]&�V6,�ì:

�Z[�bÑiòìX
ìXCÙÎZwÆ ÑiòÎZÑ]���czèÎZÑ]&{à(%æFN�**&¿�Z[zZáÎZÑ]�XCÙÎZw»�Z[Ñiò  10 zZzw~ .1

(10 x 1 = 10 Marks) ��ìX  1a
/V6,�ìX (200) ÎZÑ]�ÔZk~Ð¤(̈DÃÃð0*õÎZßVÆ�Z[�¶�XCÙÎZw»�Z[½ã�zÎ 8 z�zx~ .2

(5 x 6 = 30 Marks) �Z]¿�X 6 CÙÎZwÆa
/V6,�ì (500) CÙÎZw»�Z[½ã0*õÎ ÎZÑ]�XZk~Ð¤(̈DÃÃð&ÎZßVÆ�Z[�¶�X 5 zÎx~ .3

(3 x 10 = 30 Marks) �Z]��X 10 CÙÎZwÆa
zZzw

(1) ÎZw
Ðmg�rìX Confidentality þ�Attack '''' (i)

  Intteruption  (d) Modification (c) Fabrication  (b) Interception (a)

ìX (Synonyms) '''''ÐáZ�s Secret Key Croptography (ii)

Asymmetric Key Cryptography (b)  Symmetric Key Cryptography (a)

Quantum Cryptography  (d) Private Key Cryptography (c)

~ZEw7�@*X Asymmetric Key Cryptography ì� Algorithm Zy~ÐÃy� (iii)

Diffie Hellman Algorithm  (b) RSA Algorithm (a)

Zy~ÐÃð7   (d) Electronic Code Book (c)

'''''ìX Discrete Logarithm » Base 2 Modulo 53 » 28 (iv)

42   (d) 47 (c) 16  (b) 29 (a)

ìX Performance Æ£Z̈ë̄ZZ+Zk»'''''~ RSA » ECC (v)

Encryption & Decryption for Large Key Size  (b) Decryption for Large Key Sizes (a)

Zy~ÐÃð7   (d) Decryption Over All Key Sizes (c)
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HX Propose Ã''''''ä IBE (vi)

Zy~ÐÃð7  (d) Adi Shamir (c) Taher Elgamal  (b) Diffie-Hellman (a)

ÆaÃy�9ìX IBE qgzfs~Ð (vii)

(a)  A user has to communicate with the PKG each time he/she wishes to encrypt his/her message

(b) A user's public key is a function of his/her identity.

(c) A user's private key is a function of his/her identity

(d) �zâV  c Zzg  a

''''''Ã!*0+kìX Digital Certificate (viii)

A person's public key to his identity  (b) A person's public key to his private key (a)

Zy~ÐÃð7   (d) A person's private key to his identity (c)

�ÛZë�@*ìX Security ?Layer ÃyÐ SSL (ix)

  Data Link (d)  (c) Network Transport  (b) Application (a)

''''ìX (Role) »��Zg Payment Gateway (x)

A Government Regulator  (b) Proxy to the merchant (a)

Zy~ÐÃð7    (d) Proxy tot he bank card network (c)

z�zx
£ë�? (IV) Initialization Vector Æ!*g}~,Ð��X Algorithm Modes (2)

''''ì Key m » Hexadecimal ¥xÙX Subkey Æa First RoundÆ AES Algorithm (3)

41, 50, 47, 41, 41, 4b 4b 53 46 50 53 53 50, 41, 42, 58

Æ!*g}~��X Components Æqgzþ Elgamal Crypto System (4)

Decryption (c) Encryption (b) Key Generation (a)

Message {m=1100101} ÃZ¤/Zq- Bob ZEw�D�ñ Merkle-Hellman Knapsack Cryptosystem Z¤/ (5)

�c*�H�X Information 'ìZzgqgz
Superincreasing tuple (b) : [7, 11, 19, 39, 79, 157, 313]

Modulus (N) = 800, Random integer (r) = 37

��X Step by Step Ã Decryption Zzg Encryption
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Ã��X Components ÆZ Boneh-boyen IBE 6)

Decryption (c) Encryption (b) Key Generation (a)

��X (Role) »��Zg RA Zzg CA Hì? Contents ÆZ Digital Certificate (7)

Åz�s#ÙX Secure Electronic Transaction Zzg Secure Socket Layer (8)

Åz�s#ÙX XSS Attack Hì? TCP Sequence Number (9)

zÎx
ÐùZì? SSL Æfg=��t Diagram Ã 3-D Secure Protocol (10)

qgz�sìX Key~Binary ¥xÙX Decryption Zzg Encryption » IDEA Algorithm (11)

1100 0110 0011 0101 111 0111 0101 1010

�@*ìX ChooseÃ Private Key dA=5 Zzg Base Point GA = (2,7) in E11 (1,6) Z¤/Alice (12)

�**ìZzg Decrypt Zzg Encrypt 6,Elliptic Curve Ã Plain Text ÃZL Alice Z¤/
��X Step by Step Ã Process �c*�HìXZk Plain Text Point m = (3.5)

ÃVwÆfg=��X Mc Elice Cryptosystem Æ!*g}~cÙX Post Quantum Cryptography (13)

qgzfs6,¿â^ÉÀ�/õGX (14)

RDDOS  (b) Session Hijacking (a)

Sniffing (d) Jamming  (c)
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