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@Zc*]:
» ÎZßV Óx�VÐ CÙ�Z[Æn/VÅ®Z�Z�ágèSìX zZzwÔz�zxÔzÎxX t6,p!ÎZÑ]&�V6,�ì:

�Z[�bÑiòìX
ÑiòìXCÙ ÑiòÎZÑ]���czèÎZÑ]&{à(%æFN�**&¿�Z[zZáÎZÑ]�XCÙÎZw»�Z[ 10~ zZzw .1

 (10 x 1 = 10 Marks) ��ìX  1 ÎZwÆa
/V6, (200) WJÎZÑ]�ÔZzgZk~¤(̈DÃÃð0*õÎZßVÆ�Z[�¶�XCÙÎZw»�Z[½ã�zÎ ~ z�zx .2

 (5 x 6 = 30 Marks) �Z]��X 6 CÙÎZwÆa �ìX
(500) ~0*õÎZÑ]�XZk~Ð¤(̈DÃÃð&ÎZßVÆ�Z[�¶�XCÙÎZw»�Z[½ã0*õÎ zÎx .3

(3 x 10 = 30 Marks) �Z]��X 10 CÙÎZwÆa /V6,�ìX

zZzw
1 ÎZw�:

Ì¹Y@*ìX Attack __________ Ã Interruption Attacks (i)

Replay Attacks    (d)      Denial of Secrice (c)  Alteration (b) Masquerade (a)

~7,JY@*ìX Columns }�Y@*ìZzg Rows Ã Text T~ Mechanism Zq-Z( (ii)

Caesar Cipher (b) Vernam Cipher (a)

Homophonic Substitution Techniques (d) Simple Columnar Transposition Technique (c)

~ZEw�CìX Technique _________ Matrix Theory (iii)

Mono Alphabetic Cipher (b) Hill cipher (a)

Vigenere Cipher (d) Playfair Cipher (c)

Ã(,J@*ìX Redundancy Å Plain Text ________ Zy~Ð (iv)

Diffusion (b) Confusion (a)

Neither Confusion nor diffusion (d) Both confusion & diffusion (c)

ìX ________ Algorithm ~ZÝ AES Encryption Scheme (v)

Rc4 (d) Rijndael (c) IDEA (b) Blowfish (a)

�CìX _________ Key Size ~L IDEA Algorithm (vi)

256 bits (d) 256 bytes (c) 128 bits (b) 128 bytes (a)
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ZEw�@*ìX ________ �äÆa Verify Ã Integrity Å Message (vii)

Decryption Algorithm (b) Message Digest (a)

Zy~ÐÃð7 (d) Digital Envelope (c)

Ã�Y@*ìX ___________ Strongest Message Digest Algorithm �&Ð (viii)

SHA - 512 (d) SHA - 128 (c) SHA - 256 (b) SHA - 1 (a)

Ð!*0+kìX __________ Ã (User) Zq-�gs Digital Certificate Zq- (ix)

Name (d) Organization Name (c) Private Key (b) Public Key (a)

ìX Message Digest Algorithm Zq- ________ (x)

RSA (d) MD5 (c) IDEA (b) DES (a)

z�zx
YVZEw�@*ìX Modular Arithematic~ Cryptography (2)

¥xÙX Encryption » Plain Text ZEw�D�ñ RSA Algorithm Ã Plain Text M=88 �b� (3)

Public Component e=7 Zzg q=11 Ôp=17

ÆÖ@�ÛtC�X�zâVÃVwÆfg=,Ð��X Passive Attacks Zzg Active (4)

Æ!*g}~,Ð��X Public Key Infrastructure (a) (5)

Plain Text » CMTMROOEOORW Cipher Text ÃZEw�D�ñ�b� Brute Force Attack (b)

¥xÙX
ZÏgíÃVwÆfg=��XZnÃZ+{Zzgv**]ÒyÙX Diffie - Hellman Key Exchange (6)

Æfg=��X (Figure) Ã{� Redirection Zzg ARP Spoofing (7)

ÆÖ@�ÛtzZãÙX Linear Cryptanalysis Zzg Differential (8)

Stamping Protocol (b) Euler's Function (a) qgzfs6,¿â^ÉÀ�/õGX (9)

zÎx
ZÏgíÅ»g��ÏÃ,Ð��X Rc4 (a) (10)

Ã{�Æfg=,Ð��X AES Algorithm (b)

ZzgZêÑÃ,Ð��X Standards ÆZ PKCS (11)

SSL - handshake - Æfg=��X (Figure) Ã{� PositionÆ SSL~ TCP/IP Protocol Site (12)

Æ!*g}~��X Protocol

S/MIME (iii) PGP (ii) PEM   (i) qgzfs6,¿�â^ÉÀ�/õGX (13)

Æ!*g}~��X WWN Sniffers Zzg WLAN Scanners (a) (14)

Æ!*g}~��X (Steps) ÆZ%Zi Session Hijacking (b)
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