Maulana Azad National Urdu University
M.C.A V Semester Examination - December - 2018

Paper - MMCAS03PCT : Crptography & Network Security
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(1) Js
_‘adt‘fd/- ----------------------- Caesar Cipher (i)
Mono-alphabetic Cipher (b) Poly-alphabetic Cipher (a)
Pri-alphabetic Cipher (d) Multi-alphabetic Cipher (c)
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_L"nuf."ol:&”ui'Asymmetric—key Cryptography #<Algorithm Lo A
Diffie-Hellman Algorithm (b) RSA Algorithm (a)

uf."ﬁ):;ui’ul (d) Electronic Code Book Algorithm (c)

?Lat[ Data Encryption Standard (DES)
uﬁﬁf;uﬁ’uf (d) Bit Cipher (c) Stream Cipher (b) Block Cipher (a)

?‘at”/(? I/Secure HTTP Connection %< Cryptographic Protocol Vufc;uf.' oL
Stream Control Transmission Protocol (SCTP) (a)

Transport Layer Security (TSL) (b)

Explicit Congestion Notification (ECN) (c)

Resource Reservation Protocol (RRP) (d)

- UliMessage Digest oo sle 7 (Fast) & —~ MD5

64 bits (d) 128 bits (c) 1024 bits (b) 512 bits (a)
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(iii)

(iv)

v)



-Lat“/(? I} Anthentication :_u.d/- ----------------------------------- SET  (vi)
Digital Certificate (b) Dual Signature (a)

Payment's Private Key (d) Payments Public Key (c)

?‘at“lgujuywi Layers ¢J/ SSH  (vii)

Applications & Presentation (b) Transport & Datalink (a)
Application and Session (d) Application and Transport (c)
_y;/(lntroduction) J/L;’L*J/Concept ------------------------------ Z_ Hellman s/ Merkle  (viii)

Meet is attack (b) Meet in the middle attack (a)
Virus Attacks (d) Hijack (c)
_‘L[}n ------------------------------ Maximum Size d/ Blowfish Algorithm  (ix)
48 bytes (d) 56 bytes (c) 512 bits (b) 256 bits (a)

_“L}(Decipher 4/5£Caesar Cipher S Text J:;‘,?/ﬂ (x)
HQFUBSWHG WHAW

ENCRYPTED TEXT (b) ABANDONED LOCK (a)
ENCRYPTED LOCK (d) ABANDONED TEXT (c)
r” -

"we live in a insecure world" _éEncipher J/Message éfg;LnL/Jlfz’linll Cipher

;jfdl:&*' ; key{% 02}

05 07
_;L{J/'@Luy}mruu?é Substitution Cipher s/ Transposition

Keyword ¥ "SWARAJ IS MY BIRTH RIGHT" Text £ ¢_»Z 2 JJ&1/ Play Fair Cipher
_;:fdl%!x &J Blank Spaces_;:fEncrypt 223 MONARCHY

_;L{LL}:‘%/;’LJ@! Elliptic Curve Cryptography

-& La??_g}:.”;/(%ﬁ Double Data Encryption ?9tnd~(,/;1u3ji£ Meet in the Middle Attack
_;fuy.z_ﬂuﬁgjgé E-mail Security

_éyu)uﬁgzgiﬂansport Layer Security s/ SSL

_;:f (‘j 3 /ZJ;L Passive Attack .2/ Active Ut l[Viruses ai(’ iz
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_’%%“LM;JALJ@:U.J?/AV
Digital signature Standard (d) PGP (c) Rail Fence Cipher (b)  Play Fiar Cipher (a)
_’%La?‘}_g}:.‘w;/(Steps) J’f/ﬂﬁiw,ggu‘ifléozﬂ}fdi/;{d/ DES Algorithm

‘Message Digest £ 1 SHA-1, 256, 384, 512 - w = SV 56520 sHA-512
-éui' Tabular Form J/Word Size ./ Block Size, Message Size

/Steps LJ!,g/;‘Lfléfdi/;E{d/ HMAC -2 qugjéé Message Authenticatin Code (MAC)
_jﬁdgtLﬁJLHMAC /)L’%La?“cg}:.‘g

l[“ié Online Transaction s/ Network Connection Security Z Banks ui’u;”/'..&ff'; @)
Key Exchange Algorithm yﬁn Message Authentication ‘Encryption Algorithm® Protocol
_gdui’Tabular Form St bW

_”ﬁg_)’u’)‘% x.509 s/ Kerberos (b)
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