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@Zc*]:
» ÎZßV Óx�VÐ CÙ�Z[Æn/VÅ®Z�Z�ágèSìX zZzwÔz�zxÔzÎxX t6,p!ÎZÑ]&�V6,�ì:

�Z[�bÑiòìX
ìXCÙÎZwÆ ÑiòÎZÑ]���czèÎZÑ]&{à(%æFN�**&¿�Z[zZáÎZÑ]�XCÙÎZw»�Z[Ñiò  10 zZzw~ .1

(10 x 1 = 10 Marks) ��ìX  1a
/V6,�ìX (200) ÎZÑ]�ÔZk~Ð¤(̈DÃÃð0*õÎZßVÆ�Z[�¶�XCÙÎZw»�Z[½ã�zÎ 8 z�zx~ .2

(5 x 6 = 30 Marks) �Z]¿�X 6 CÙÎZwÆa
/V6,�ì (500) CÙÎZw»�Z[½ã0*õÎ ÎZÑ]�XZk~Ð¤(̈DÃÃð&ÎZßVÆ�Z[�¶�X 5 zÎx~ .3

(3 x 10 = 30 Marks) �Z]��X 10 CÙÎZwÆa
zZzw

(1) ÎZw
''''ÅVwìX Caesar Cipher (i)

Mono-alphabetic Cipher (b) Poly-alphabetic Cipher (a)

Pri-alphabetic Cipher (d) Multi-alphabetic Cipher (c)

~ZEw7�@*X Asymmetric-key Cryptography ì� Algorithm Zy~ÐÃy� (ii)

Diffie-Hellman Algorithm (b) RSA Algorithm (a)

Zy~ÐÃð7 (d) Electronic Code Book Algorithm (c)

Hì? Data Encryption Standard (DES) (iii)

Zy~ÐÃð7 (d) Bit Cipher   (c) Stream Cipher  (b) Block Cipher (a)

�ÛZë�@*ì? Secure HTTP Connection ì� Cryptographic Protocol Zy~ÐÃy� (iv)

Stream Control Transmission Protocol (SCTP) (a)

Transport Layer Security (TSL) (b)

Explicit Congestion Notification (ECN) (c)

Resource Reservation Protocol (RRP) (d)

¯@*ìX Message Digest !ìZzg''''' (Fast) �&Ð MD5 (v)

64 bits (d) 128 bits (c)   1024 bits  (b) 512 bits (a)
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�ÛZë�@*ìX Anthentication ''''''Åæ�Ð SET (vi)

Digital Certificate (b) Dual Signature (a)

Payment's Private Key (d)  Payments Public Key (c)

Æ�gxyg3Y@*ì? Layers Zy  SSH (vii)

Applications & Presentation  (b) Transport & Datalink (a)

Application and Session (d) Application and Transport   (c)

�zZc*X (Introduction) Ã�gs Concept ä''''' Hellman Zzg Merkle (viii)

Meet is attack (b)  Meet in the middle attack (a)

Virus Attacks (d) Hijack (c)

'''''�CìX Maximum Size Å Blowfish Algorithm (ix)

48 bytes (d)          56 bytes   (c)      512 bits   (b) 256 bits (a)

ÙX Decipher Æfg) Caesar Cipher Ã Text qgzfs (x)

H Q F U B S W H G         W H A W

ENCRYPTED TEXT   (b) ABANDONED LOCK (a)

ENCRYPTED LOCK (d) ABANDONED TEXT (c)

z�zx

"we live in a insecure world" ÙX Encipher Ã Message ÃZEw�D�ñ�b� Hill Cipher (2)

ÃZEwÙ

ÆZZlxZzg�zâVÆÖ@�Ût��X Substitution Cipher Zzg Transposition (3)

Keyword Ã "SWARAJ IS MY BIRTH RIGHT"   Text ÃZEw�D�ñ�b� Play Fair Cipher (4)

ZEwÙX X Å( Blank Spaces ÙX Encrypt Æfg= MONARCHY

ÃVwÆfg=,Ð��X Elliptic Curve Cryptography (5)

ZÏgíÃ,Ð��X Double Data Encryption £ë�Zzgtù�@*ì? Meet in the Middle Attack (6)

Æ!*g}~,ÐÒyÙX E-mail Security (7)

Æ!*g}~z�s#ÙX Transport Layer Security Zzg SSL (8)

ÆÖ@�ÛtzZãÙX Passive Attack Zzg Active H�? Viruses ZnÆ (9)
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zÎx

qgzfsÃVwÆfg=,Ð��X (10)

Digital signature Standard (d) PGP  (c) Rail Fence Cipher (b) Play Fiar Cipher (a)

Ã,Ð��X (Steps) Å»g��ÏÃpzg]{�Æfg=ZkÆZë%Zi DES Algorithm (11)

óMessage Digest ZÏgíÆ SHA-1, 256, 384, 512 ZÏgíÅ»g��ÏÃ,ÐÒyÙX SHA-512 (12)

~ÉÀ�/õGX Tabular Form Ã Word Size Zzg Block Size, Message Size

Ã Steps Å»g��ÏÃ{�Æfg=ZkÆ HMAC £ë���X Message Authenticatin Code (MAC) (13)

Æv**]ÉÀ�/õGX HMAC ,Ð��XZzg

ÆaH Online Transaction Zzg Network Connection SecurityÆBanks Z�V~ (a) (14)

Key Exchange Algorithm ZzgH Message Authentication óEncryption Algorithmó Protocol

~ÉÀ�/õGX Tabular Form ZEwHYD�?
6,¿â^ÉÀ�/õGX x.509 Zzg Kerberos (b)
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