
Maulana Azad National Urdu University
M.C.A  V Semester Examination - December - 2017

Paper - MMCA503PCT : Crptography & Network Security

�ê¤/Z°Zh,Mzgu_5½3ð GGg¨ p: 6,
Time : 3 hrs Marks : 70

@Zc*]:
» ÎZßV Óx�VÐ CÙ�Z[Æn/VÅ®Z�Z�ágèSìX zZzwÔz�zxÔzÎxX t6,p!ÎZÑ]&�V6,�ì:

�Z[�bÑiòìX
ìXCÙÎZwÆ ÑiòÎZÑ]���czèÎZÑ]&{à(%æFN�**&¿�Z[zZáÎZÑ]�XCÙÎZw»�Z[Ñiò  10 zZzw~ .1

(10 x 1 = 10 Marks) ��ìX  1a
/V6,�ìX (200) ÎZÑ]�ÔZk~Ð¤(̈DÃÃð0*õÎZßVÆ�Z[�¶�XCÙÎZw»�Z[½ã�zÎ 8 z�zx~ .2

(5 x 6 = 30 Marks) �Z]¿�X 6 CÙÎZwÆa
/V6,�ì (500) CÙÎZw»�Z[½ã0*õÎ ÎZÑ]�XZk~Ð¤(̈DÃÃð&ÎZßVÆ�Z[�¶�X 5 zÎx~ .3

(3 x 10 = 30 Marks) �Z]��X 10 CÙÎZwÆa

zZzw
(1) ÎZw

�D�X  Modify ó ContentÆ Message~Attacks ''''' (i)

Zy~Ãð7 (d) Replay Attacks  (c) Active Attack (b) Passive Attacks (a)

�@*ìX Replicate ¯Æ Copies �äÆa'''''p�Å Halt Ã Network (ii)

Bomb (d) Trojan Horse  (c) Worm (b) Virus (a)

''''ÅZq-VwìX Vernam Cipher (iii)

Zy~Ãð7 (d) zâVÌ �  (c) Transposition Cipher (b) Substitution Cipher (a)

~ZEw�CìX Technique ''''' Matrix Theory (iv)

Monoalphabetic Cipher (b) Hill Cipher (a)

Vigenere Cipher (d) Playfair Cipher  (c)

HY@*ìX Encrypt Ã Bit »Zq-� Plain Text CÙ!*g ''''' (v)

Zy~Ãð7 (d) �zâVÌ   (c) Block Cipher (b) Stream Cipher (a)

Ã(,J@*ìX Redundancy Å Plain Text ........................... (vi)

Zy~Ãð7 (d) �zâVÌ   (c) Difussion  (b) Confusion (a)

�@*ìX Encrypt Ã bits '''' DES (vii)

128 (d) 64  (c) 56 (b)  32 (a)

P.T.O



ìX (Based) ZÏgí6,«  IDEA ''''' (viii)

SSH (d) SET (c) PGP (b)  S/MIME (a)

HY@*ìX Expand Ã''''''~ 16 - byte key~ AES (ix)

184 Bytes (d)          176 Bytes  (c)      78 bytes  (b) 200 bytes (a)

�äecX Rounds ~ÁÐÁ''''' RC5 (x)

20 (d) 16   (c) 12  (b) 8 (a)

z�zx
Æ!*g}~ÉÀ�/õGX Security Attacks ZnÆ�äzZá (10) ËÌ�k (2)

Ã{�Æfg=��X CFB Zzg CBC, ECB (3)

Æ!*g}~��X Subkey Generation ZÏgí~ Blow Fish (4)

Æ!*g}~ÉÀ�/õGX (HMAC) Hash-based Message Authentication Code (5)

ZÏgíÃVwÆfg=��X Knapsack (6)

�X (Requirements) £ë�ZzgZkÅH¢zgc*] Message Digest (7)

6,�äzZá.VÆ!*g}~��X Digital Signatures £ë�? Digital Signatures (8)

qgzfs6,â^ÉÀ�/õGX (9)

   Transport Layer Security  (a)

RC4 Algorithm  (b)

zÎx
ZÏgíÅ»g��ÏÃ{ÆÆfg=,Ð��X IDEA (10)

Ã,ÐVwÆfg)��X Secure Hash Algorithm (11)

ZÏgíÅ»g��ÏÃ,Ð��X MD5 Message Digest (12)

Zzg Encryption ÃZEw�D�ñ p = 7; q =11; e = 17; m = 8 Æ!*g}~��X RSA Algorithm (13)

¥xÙX Decryption

qgzfs6,$©}Ðö
GE

â^ÉÀ�/õGX (14)

SSL in TCP/IP Protocol Suite (a)

Wired Equivalent Privacy (WEP) (b)

///


