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@Zc*]:
» ÎZßV Óx�VÐ CÙ�Z[Æn/VÅ®Z�Z�ágèSìX zZzwÔz�zxÔzÎxX t6,p!ÎZÑ]&�V6,�ì:

�Z[�bÑiòìX
ìXCÙÎZwÆ ÑiòÎZÑ]���czèÎZÑ]&{à(%æFN�**&¿�Z[zZáÎZÑ]�XCÙÎZw»�Z[Ñiò  10 zZzw~ .1

(10 x 1 = 10 Marks) ��ìX  1a
/V6,�ìX (200) ÎZÑ]�ÔZk~Ð¤(̈DÃÃð0*õÎZßVÆ�Z[�¶�XCÙÎZw»�Z[½ã�zÎ 8 z�zx~ .2

(5 x 6 = 30 Marks) �Z]��X 6 CÙÎZwÆa
/V6,�ì (500) CÙÎZw»�Z[½ã0*õÎ ÎZÑ]�XZk~Ð¤(̈DÃÃð&ÎZßVÆ�Z[�¶�X 5 zÎx~ .3

(3 x 10 = 30 Marks) �Z]��X 10 CÙÎZwÆa
zZzw

(1) ÎZw
ZEwÙX Caeser's Cipher �äÆa Decipher qgzfsÃ (i)

Encrypted Lock (d)  Abandoned Text(c) Encrypted Text(b) Abandoned Lock (a)

�D�YV�ZkÅ Strong Ðic*�{ Polyalphabetic Ciphers �zu} Monoalphabetic Ciphers (ii)

Â�CìX Tough ÔÐic*�{ Frequency Analysis

ß (b) 9 (a)

'''''ÃZEw�D�ñ»x�@*ì DES (iii)

Permutation & Substituion on 64 bit block of plan text (a)

  Only Permutation on blocks of 128 bits  (b)

Exclusive Oring keybits with 64 bit blocks (c)

4 rounds of substitution on 64 bit blocks with 56 bit key (d)

Ì¹Y@*ìYèZk~''''�D�X Round Cipers Ã Ciphers M`ÀZEw�äzZá (iv)

Round about (d)  Multiple Round(c)  Double Round(b) Single Round (a)

HX Design Ã'''''ä Advanced Encryption Standard (AES) (v)

  IBM (b) National Institute of Standards & Technology (a)

Intel (d) HP(c)

~(,JCìZzg Sub Key Arrays ÃF 448 bits key Zq- Blow Fish Algorithm's Key Expansion (vi)

�X Bytes ZkÆ''''

4894 (d)  4168 (c) 4608  (b) 4096 (a)

P.T.O



Ã''''''Ì¹Y@*ìX Transposition (vii)

Variation (d) Binomial Variations (c) Combination (b) Permutation (a)

'''''ìX Major Drawback » Symmetic System (viii)

Key Diffusion  (b) Key Distribution (a)

Key Constructions (d) Key Confusion (c)

VwìX Classical ÅZq- Asymmetric Key Exchange Procedure ''''' (ix)

Cryptographic Hash FUnction  (b) Certificate (a)

Digital Signature (d) Diffie-Hellman Scheme (c)

ZEw�@*ìX Algorithm '''' SSL �ÛZë�äÆa Message Integrity (x)

Decryption (d)  Encyption (c) Null (b) Hash (a)

z�zx
ÆÖ@�ÛtzZãÙX Transposition Techniques Zzg Substitution (a) (2)

ÙX (Analyze) ÃYVZEwKYD�X�t Random Numbers~ Network Security (b)

ÃyÐ�? NotationsÆPGP YVì?��X Open Source Zq-PGP Åz�s#ÙX PGP (3)

�ÛZë�@*ìX Services ÃyÃyÏ IPSEC Æa Traffic~ IPlayer Åz�s#ÙX IPSEC (4)

ùZEw�@*ì?��X Biometrics Å( Password Æa Authentication (5)

H�D�?ZzgZkÆ Signs ñ���äÆZ Computer Virus ÒyÙX Comptuer Virus nÆ Z (6)

HheecX Counter Measures

Æfg=,Ð��X Fiqure Ã Fiestel Block Cipher (7)

Cipher Text Æfg=Zk» Key:  GYBNQKURP Ã Plain Text: Act Åz�s#ÙZzg�b� Hill Cipher (8)

¥xÙX
Æfg=,Ð��X Figures Ã (Steps) ZzgZkÆZ%Zi (Working) Å»g��Ï RC5 Algorithm (9)

zÎx
6,�äzZáZ DIgital Signature Æ!*g}~,Ð��X Digital Signature Standard (DSS) (10)

ÃyÃyÐ�?,ÐÉÀ�/õGX Atacks

Æ!*g}~M\HY��? X.509 ù»x�@*ìZzgt¾aZEw�@*ì? Kerberos Hì? Kerberos (11)

£ë�? Meet-in-the-middle Attacks Hì? Collision Theoremþ (12)

Ã,Ð��X (Steps) Å»g��ÏZzgZkÆ%Zi Blowfish Algorithm (13)

Æ!*g}~,Ð��X Elgamal Public Key Crypto System (a) (14)

Ã,ÐÒyÙX RC5 Algorithm (b)
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