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?uj:i/chigital Signature (1 )Jlr
A) A handwritten signature B) A method to ensure authentication and integrity
C) A password D) A firewall
"u:l"'i 25 Hashing .(ii)
A) Reversible encryption : B) Converting data into a fixed-length value

C) Data transmission D) Data storage




B)S u!é:i/g_f Malware (I11)

A)Safe software : B) Malicious software designed to harm systems
C) Encryption algorithm D) Network protocol
;J*(vl/ Je1 key ~ (~Triple DES (3DES) (IV)
A)S6-bit  B)112-bit  C)168-bit D) 256-bit

?gt'/lntercept:( Communicationy/* 2 L Two Parties \7attack Vc)[. Q%)

A) Phishing B) Man-in-the-Middle C) DoS D) Brute force

zero—day attack : (VD

A) Attack with no impact | B) Attack exploiting unknown vulnerabilities
C) Attack on zero data D) Replay attack
< b Je key U“RC4 Algorithm (VID)

A) Fixed 64-bit B) Variable (40 to 2048-bit)

C) 56-bit D) 128-bit only

(';‘[-'t'/ J*1¥Audios! Fake videos /7 < Al attack L7 Uy .(VIID)
SQL Injection  B) Deepfake attack C) Replay attack D) Buffer overflow (A
?%bb:;tﬁ:( Machine leamingL./ Manipulatef(Input Data) - 324 /Modemn Attackl- o .(X)
A) Phishing B) Adversarial attack C) DoS D) MITM
‘.’u_fl;'f < WLAN Scanner and WLAl\.I Sniffers .(X)
2.2

Q/J:(Playfair Cipher problem L & .2 Jr




Encrypt the message ““CYBER ATTACK PREVENTION” using the keyword “DEFENSE””.
«J ZHill cipher ¢/ S Explain s/ Define S Transposition Cipher s/  Substitution Cipher 31>
gj_‘/yu:r_dfij/[_example - ‘
S eolose B2 2 L Figure Ut e C1dea Algorithm .4 Uiy
?q/yu;cMJ SQL Injection  JI»5
How caﬂ SQL Injection be used to bypass authentication mechanisms? <
Hlustrate your answer with a suitable example query and suggest _effective prevention @
| _ ‘ techniques.?
z L/Z:Exampleyglufm’ LL Figureug/ Diffie Hellman Key—Exchange/ Agreement Algorithm .61
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d/ Digital Certificate Y (31:: ug{ A JK S Integrity s Authentication ?‘g.l;’/Digital Signature .7 />
S W format s8Il Sy P
¢y ol P Session Hijacking .8U1r
_UT'.J Loy /;5 £ JSSL, SHTTP, Secure Electronic Transaction (SET)
_Lf.‘;mi&};/'g/z_(j_:jajj Ji=9
A Different types of Packet Analysis Tools B. Intrusion Detection System
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2 Double DES Algorithm ¢/ =olos ek (e i £ (¥ L DES Algorithm #\- L Figure .10 Jir
, ¢/ =olon s’ [ Triple DES Algorithm
431 Steps Z MD5 Algorithm-¢/ A wb:a&f’g o LJLL Message Authentication Code .1 ldl/ )
¢S eolos Working SU12 - L Figure
services »s/ Components Zui u:/'/uu:c.,dfiufz_ﬂ ZIEEES802.11 protocol architechture . 121~
U S =215 Cookies damage privacy ?(,j:l;féCookies U S ol
S 2123 Secure communication system {1 -/ /S d/ c)l.b;d/ RSA Algorithm .13Ji»
Using
RSA for key exchange

AES for data encryption




i fitn1a Jir
A company’s system was compromised because of poor authentication practices.

Propose a multi-layered security framework using

¢ Cryptographic techniques
s  Strong authentication methods

e Network security controls

Explain how each component helps in preventing such attacks.
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