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?c‘_l:tgbz?’l;ﬁf 214 LSymmetric Encryption f‘f Key Size J DU

A) 128-bit B) 192-bit C) 256-bit D) 56-bit
:Jv&uw’? ‘u}/ S laSecurityC‘l? g ;Elliptic Curve Cryptography (ECC) RSA .Gi1)
A) Larger key sizes B) Smaller key sizes C) Same
key sizes D) No keys
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A) 512 bits B) 1024 bits C) 2048 bits D) 256 bits
J_JExecutesS criptsutBrowser L Victim/(Attackers)us.s7L7Vulnerabilitys vy .(iv)
Ce (sl
A) SQL Injection B) Cross-Site Scripting (XSS) C) CSRF D) DoS
?c‘-l:/Intercept/ Communicationy+sZ Two Parties 17L-5.(V)
A) Phishing B) Man-in-the-Middle C) DoS D)'Brute force
Given:p=3,q=11,e=3,M=4 .(VD)
What is the ciphertext?
A)IB)16C)4 D) 64
¢t/ ¥Audios Fake videos/ . = ALL7Uy .(VID)
A) SQL Injection  B) Deepfake attack C) Replay attack D) Buffer overflow
?c‘_w.,:w'f Machine learningZ /Manipulate teseModern Attackl-ys .(VIID
A) Phishing B) Adversarial attack C) DoS D) MITM
fe b Je1Algorithml-uyd £ Secure Key Exchange .(IX)
A) AES B) MDS5 C) Diffie-Hellman D) DES.
st LSteganography .(X)
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;ff’u,“/ Playfair Cipher problem %2 2Ji»
Enérypt the message “SECURE DATA TRANSFER SYSTEM” using the keyword
. ' “CYBER”.




“u’/ Explain .l Deﬁnef Transposition Clpher J}‘Slletltutlon C1phera’l/£u)l/ 3Jlr
ty Sl K2 2L Figure Ut 4L Elliptic Curve Cryptographic .4 Jis
-uf‘.‘”g b‘«]/g 4)_’ 3tss Sl
RC4 Algorihm
MD5 Algorithm
L1 s £ £ Figure L f 6Diffie Hellman Key-Exchange/Agreement Algorithm i
U e 7L - Example
e QL AU fIntegnty;:lAuthentwatlon,,"a.LfD1g1tal Signature .7Ji»
- ess 6y S w P Digital Certificate
e/ ol S public key infrastructure .8Ji»
- Components
Working of PKI with a suitable example
Applications and advantages of PKI in secure communication
_u.‘.”’g < /"3 /,_‘Jj 5 9 Ui
A company experiences a data breach due to weak authentication.
Suggest a complete security solution using:
Cryptography
Authentication
Network secuﬁty
| (¥ 2
Double DES ¢/ eolsy o T «4 £ ¥ £ DES Algorithm #L- LFigure .10Ji»
sy S ol Triple DES AlgorithmusiAlgorithm
§ ¥l £ Figure . Components £ 7 « .11Elgamal Encryption Algorithmi»
t ./ =olosWorking
Packet sl Protocol: Featuresd/ u’l_q/ QUJ;M i AL 12IP SecurtyArchitecturedir

?q/uu;JFormat
Working of PKI (Step-by-Step) with ﬁgure-q)é 1>/ »9 L Public Key Infrastructure Model .1
) 3Jir
¢fiz3- Secure communication system -/ d. ;»L:uﬁi RSA Algorithm .14Ji» -

. Using
RSA for key exchange
AES for data encryption
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